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1. Purpose of This Policy

The Privacy Act 1988 (Cth) and the Australian Privacy Principles (APPs) require our practice to have a document that

clearly sets out how it handles personal information, including health information.

The Foot Stop Podiatry Services supports good privacy practice and has developed this policy to protect our clients'
privacy in compliance with privacy legislation. It explains how clients' information, including health information, is

collected and used within the practice, and the circumstances in which we may disclose it to others.

This policy is based on the standards outlined by the Australian Podiatry Association (APodA) and the 13 Australian
Privacy Principles under the Privacy Act 1988. We review it regularly to keep it up to date and in line with guidance
from the Office of the Australian Information Commissioner (OAIC)..

2. Informing Our Clients

This policy is displayed on our website and is available on request.

Under the Privacy Act and the APPs, we may use or disclose personal health information for a secondary purpose
directly related to the primary purpose of collection without seeking further consent, but only where a client would
reasonably expect their information to be used or disclosed in that way.

For example, to provide clinical care we collect information such as address, contact details, next of kin and medical
history. Directly related secondary purposes include the activities necessary to run a health service — management,

funding, monitoring, complaint handling, planning, evaluation and quality improvement.

Only people who need to access a client's personal information to do their job may do so. Other than for the provision of
clinical care, or as otherwise described in this policy, we will not share personal information with a third party without a

client's express written consent.

A client can opt out of a secondary use or disclosure by telling us they object. Where they do, we record their non-

consent as an alert on their file and will not use or disclose their information in that way.

3. Collection of Information
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We only use personal information for health-related purposes and to help our clinical staff provide the best possible
health outcomes for clients, and we aim to only collect information relevant to the consent and purpose given.

Where we collect information about a client from a source other than the client, we tell the client we have done so, and
take reasonable steps to ensure the source complied with current privacy legislation.

3.1 How we collect personal information
+ directly, in person;
+ over the phone;
* by SMS;
+ through our website and online bookings;
* by email; and
+ through hard copy forms.

We may also collect personal information from a client's guardian, carer or relative; from other healthcare providers
involved in their care (such as GPs, allied health professionals, hospitals, community health services, case managers, or
government funding agencies); and through directly related business activities such as billing, practice audits and normal
business processes.

3.2 Who we share information with

« other healthcare providers involved in a client's care;
+ third parties who work with our practice, such as independent contractors and government agencies;
* inresponse to a court subpoena, or as otherwise required or authorised by law;

» where necessary to lessen or prevent a serious threat to someone's life, health or safety, and it isn't possible to get

the client's consent;
* to help locate a missing person;
* to establish, exercise or defend a legal claim; and
+ for confidential dispute resolution processes.

We will not use a client's personal information to market our goods or services to them without their express consent,

and we will not share personal information outside Australia except as described in section 6.

4. Disclosure of Personal Information

4.1 Staff training

Our clinical and administration staff are trained on this policy as part of induction, and ongoing training keeps that
knowledge current.

4.2 Transfer of information

We are committed to transferring health information electronically only by secure, encrypted methods. Where a client
has given consent to a particular use (for example, marketing), they may withdraw it at any time by telling us in writing.
Where disclosure is directly related to the purpose of collection and consent is implied — for example, referring a client to
another podiatrist involved in their care — no further consent is required.
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5. Automated Decision-Making

None of the decisions that matter most to a client: whether they receive care, what treatment they receive, or what they
are charged, are made by a computer program. Those decisions are always made by one of our staff.

The one place a computer program plays a role is scheduling. Tracksy, our practice management software, suggests and
adjusts client appointment time slots partly using a route-optimisation feature, which aims to minimise driving time
between home-visit clients across a clinician's day. To do this, it uses a client's address or general location, together with
the day's existing bookings, to help decide which time slot to offer or suggest for a home visit.

This affects which time slot a client is offered, not whether they receive care, its cost, or its clinical content, and a staff
member can always adjust a suggested time by hand, for example, to meet a client's preference, or to reprioritise on
clinical grounds. A client who would like to know more about how their appointment time was arrived at, or who wants

to request a particular time, can contact the admin team.

6. Overseas Disclosure

Because of differing privacy standards overseas, we do not usually transfer health information to other countries. Where
it is reasonable and necessary to do so, we will seek a client's express consent and take reasonable steps to ensure the
information remains protected to Australian privacy standards.

7. How We Store and Protect Information

+ personal information may be stored at our practice as an electronic record, paper documents, audio recordings and
photos;

+ our practice stores information securely, with policies, procedures and accountability to protect it from misuse,
loss, interference or unauthorised access;

+ electronic records are encrypted and password protected; and

+ clinical notes are stored in Tracksy, our web-based practice management software, which uses security certificates
and encryption.

Fax and telephone messages are protected in the same way as medical records. Staff are trained so that clients, visitors
and other healthcare providers do not have unauthorised access to medical records; computer screens are positioned to
prevent unauthorised viewing and are locked when unattended. We use screensavers and individual passwords on all
computers, protect electronic data with anti-virus software and a firewall, and staff are trained in regular data backups
and system updates. Records or media containing health information are not removed from the practice except when
needed by clinical staff for treatment, or for secure off-site storage.

8. If a Data Breach Occurs

As a health service provider, The Foot Stop is covered by the Notifiable Data Breaches scheme under the Privacy Act. If
a data breach involving a client's personal information is likely to result in serious harm to them, we will assess it, take
steps to contain and remediate it, and notify affected clients and the OAIC as required by law.

9. Retention and Destruction of Records
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We retain client health information as governed by the Privacy Act and, currently, Queensland legislation and APodA
guidance: 10 years from the date of a client's last consultation, or, for a client who was a minor, 10 years from the date
they turn 18.

We ensure medical records are destroyed in a way that maintains client confidentiality — sensitive paper records are
routinely shredded, and we use a professional document disposal service accredited in the disposal of sensitive
healthcare documents or media.

10. Right to Access and Alter Information

Clients have the right to access their personal health information held by our practice. It is our policy that the Clinical
Manager provides an up-to-date, accurate summary of a client's health information on request, and that any access to a
medical record involves the Clinical Manager.

A request may be refused in exceptional circumstances — for example, where access would compromise the health or
safety of an individual, the privacy of another individual, or would otherwise be unlawful. Where access is denied, the
Clinical Manager will explain why in writing, and will consider whether the request can reasonably be met in another

way. We aim to respond to requests within a reasonable time, not exceeding 30 days.

We prefer access requests to be made in writing to the Clinical Manager, and can provide a form to help a client identify

what they'd like to access.

We regularly update demographic information at a client's request (for example, a changed address or phone number).
Clinicians acknowledge a client's right to request a correction to information they consider incorrect; such a request is
discussed between the treating podiatrist and the client, and where a note is altered, the clinician records the reason and
nature of the change — the original note remains intact, consistent with our legal record-keeping obligations.

11. Quality Assurance

Quality assurance activities are integral to improving client health outcomes at The Foot Stop. Our team monitors system
improvements to ensure changes to our risk management systems are implemented successfully. Wherever possible, we

use de-identified client health information for quality improvement purposes.

12. Contacting Us

We welcome comments and feedback on the management of your health care. Concerns regarding privacy issues should

be directed to the Practice Manager and will be dealt with promptly, using our complaints procedure.
Phone: [confirm current number] - Email: info@thefootstop.com.au

You can also contact us to discuss a privacy concern further, or lodge a complaint with the Office of the Australian
Information Commissioner at www.oaic.gov.au, or by phone on 1300 363 992.

13. References
*  www.oaic.gov.au — Office of the Australian Information Commissioner

*  www.podiatry.org.au — Australian Podiatry Association



